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——

A What is the problem in the automotive world?
A Who are the adversaries?
A Solution approaches
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What is the component protection
problem in the automotive world? (1)

A

A IP / Know how theft

A Counterfeits

AFrom floor mat to brake
disc

Y Image damage for OEM

Y Warranty problems

Y Financial damage due to
lost sales

Y Safety hazard
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What is the component protection
problem in the automotive world? (2)

A
A Component theft:
AAirbags
ANavigation systems
Aeé

A Component manipulation
AMiIeage (leasing!)
AChip tuning (more
horsepower)
ATachograph (legal driving
restrictions)

ABlack box (speeding,
accident)
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What do we need in the future?
——

A Future Applications
AElectronic license plates

AVehicIe-to-vehicIe and
vehicle-to-infrastructure “WOB: JA 300
communication

ADigital content business
models

Y Problems stay the same
A Counterfeits
A Theft

A Manipulation

Y Impact of compromise gets
worse
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The bad guys

A

CAR OWNER / THIEF MECHANICS / EMPLOYEES COMPETR. / THIRD PARTIES

A Interested in A Insider A Large financial
manipulation knowledge resources

A Generally low A High A Interested in
capabilities capabilities (illegal) business

A Physical models

access Knowledge ﬁ Money
Demand - ————> S.)ply
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Why Is the market so interesting?
— |

A Simple answer: Money
Y A single airbag costs $500 - $2,000
Y Market for counterfeits: $12 billion (FTC, 1997!)
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Solution approach
—

1. Bind components to vehicle
Y Components represent vehicle
Secure Protocol Y bind components to each other

Secure Hardware 2. Bind secure hardware to component

Y Processing controller represents component

Obijectives:

Y Counterfeit protection
Y IP theft protection

Y Theft protection

Y Manipulation protection l—
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Bind components to vehicle: Manually
— |

A Logistic solution

AEquip each aftermarket part with a unique label
iRFI D, Hologram, & o o=
ATrack each part from production to end-of-life (with OBM BTN
on-line database) Ly ey SRS

AParts can be revoked

Ve

Y Buyers/OEM know history of vehicle/parts
A But:

A No tamper resistance

A Labels cannot be placed on all parts (might be only
attached to the original package)

A Labels are authenticated, not components
A Need special tag/label readers

Y Basic counterfeit protection (informational level)

Y No manipulation protection

Y No theft protection l—
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Bind components to vehicle: Automatically
—

AiBindd components to a vehi
AcConnect components to each other

A If a single component (or i out of n) is
removed, the vehicle
Astops working
Araises an alarm

Aetc.

A New/exchanged components need to
be securely initialized
1.By on-line access to infrastructure
2.Security token (smart card, ...)
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Distributed architecture
——

A Distributed scheme

AEach component checks
other components

AEach component acts
autonomously (raise
al arm, stop

Ve

Y Complex management

Y no single point of attack
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Central architecture
——

A Central scheme

Acentral hardware
security module (HSM)
validates all other
components

Y Single point of failure

Y Easier handling (e.g.
communication between
HSM and OEM)
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