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Case Study: Electronic Immobilizer

Car theft in Germany 1990 - 2002
A

strong
immobilizers
Berlin wall
l l Lesson learned: Modern
IT Security can have direct
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From: Gesamtverband Deutscher
Versicherungsgesellschaften
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Case Study: Event Data Recorder (EDR)

A

Truck driver control via digital
tachograph: sensor & meter

Sophisticated manipulation device
allows cheating

from: R. Anderson “Security Engineering”,
Wiley, 2001

Lessons learned:

 Never underestimate the attacker

« Crypto mechanisms can prevent such attacks l—
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Case Study: High Speed Race on
French , Autobahn®

Electronic failure:
¢ Full acceleration & break failure

Escorted by police cars

Stop after 200 km

... hot a security (but a safety) problem, but
similar events could be triggered maliciously

from: “Angst meines Lebens”, Spiegel,
October 5, 2004
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Security Mechanisms in Cars
—

The following ,,security services" are of primary interest
In automotive applications:

Confidentiality (of messages)
Integrity (of messages)
Authentication (of messages)

Identification (of users or cars)

———
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Confidentiality

A

Ex.: Telematic connection (payment)

Cr@bt<ard

Oskar 202 b$Kq

credit card ?U2 b$Kq unsecure ?U2 b$Kq q | credit card
> e >

1k 1k

Method: Symmetric cryptography

Challenge: Key distribution l




Integrity of Messages
—

Ex.: software update

| K Oscar | K \
(e [T

flash file| TAG unsecure Fl ash file*| TAG

Method: Symmetric cryptography (MACs) or asymmetric
cryptography (digital signatures)

Challenge: Key distribution, implementation l




Sender Authentication
——

EX.: car-to-car network (wireless traffic warning)

Oscar | K \
e —TAG
[ 1

unsecure EMERGENCY STOP| TAG
network ]

Method: Symmetric cryptography (MACs) or asymmetric
cryptography (digital signatures)

Challenge: Key distribution, implementation l




ldentification
——

Ex: Identification for road toll

Bridge Transmitter (knows k)
r 1. reader sends random

< challenge r

2. Card returns
encrypted challenge

secret k= 01001100 ... K (N=y
| " 3. Reader verifies
e (N=Yy
ID card in truck (knows k) y ==y
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IT Security and Cryptography

A

1. IT Security * Cryptography

2. but: cryptography is engine (= central module) for almost all
IT security solutions!

Cryptography
symmetric algorithms public-key algorithms
(... 1976) (Diffie-Hellman, 1976)
mainly for mainly for
e encryption » digital signature
* message » Kkey distribution

authentication l—




The Cryptographic Toolkit

A

Cryptographic Algorithms
symmetric (... 1976) public-key (Diffie-Hellman, 1976) Hash fct.
e Stream ciphers e Integer Factorization (RSA...)
* Block ciphers e Discrete Logarithm (D-H, DSA,...)

o Elliptic Curves (ECDH, ECDSA,...)
 Hyperelliptic Curves (HECDH, HECDSA, ...)

———




Block ciphers: Basic Facts

A

e encrypts b bit at a time
« typicallyb=64orb =128 b bit b bit
 Kkey length: 56 ... 256 bit

« 100-200 or so proposed block ciphers

[k

« 10 or so have commercial relevance
2 important standardized ones: DES and AES
* block ciphers are used in the majority of commercial applications




Symmetric Case Study I: DES

A

* designed in early/mid 1970s
 dominant cipher until late 1990s

« iterated block cipher

* roughly speaking: fast in HW, slow in SW
« 56 bit key

e unsecure: brute-force attack

* Dbut: 3DES very secure & popular




Symmetric Case Study Il: AES

A

 Advanced Encryption Standard
 ,DES successor”
» Iterated block cipher

o Selected by NIST on Oct 2, 2000

* roughly speaking: fast in HW, slow in
SW




Standard Public-Key Algorithms
—

3 dominant families of algorithms:

Integer Factorization
Ex: RSA, Rabin, ...

Operands: 1024 — 4096 bits
Discrete Logarithm

Ex: Diffie-Hellman, DSA, ...

Operands: 1024 — 4096 bits
Elliptic Curves (ECC)

Ex: EC Diffie-Hellman, ECDSA, ...
Operands: 160 — 256 Bits

Major question: Are there secure PK algorithms with shorter operands

(especially for embedded applications)?




Hyperelliptic Curve Cryptosystems (HEC)

A

 newest family of secure public-key schemes
« allows digital signature, key exchange, encryption
« generalization of elliptic curves

e as secure as elliptic curves

Main advantages
1. even shorter operand length than ECC (e.g., 63 bit vs. 190 bit)
2. very few patents

3. performance comparable or better than ECC (new results from 2003)

——




Embedded Implementation: ARM7@80MHz

A
Genus  Security Bit Crypto Ops.
length [msec]
ECIC 2 191 100
HEC, g=2 i 95 121

HEC, g=3 2189 63 72




How many Key Bits are “Secure”?

A
symmetric | ECC, HEC | RSA, DL comment

64 bit 128 bit » 700 bit only short term security
(breakable with some effort)

80 bit 160 bit » 1024 bit medium term security
(excl. government attacks)

128 bit 256 bit | » 3072 bits long term security

(not assuming quantum computers)

o 1024 bit RSA won'‘t be secure for much longer (20107?)
e Trend towards 2048-4096 bit RSA, 200-256 bit ECC




Signature Complexity: RSA vs. ECC/HEC
long term

medium term
security Sign.

4 4 security
E |
E = .
* T Sign.
Ver. I Ver.
I I =
ECC/HEC RSA RSA ECC/HEC RSA RSA
160 1024 1024 200 2048 2048

* Individual signatures are easy on PCs etc. (msec range)

« ECC & HEC attractive for:

1. Servers (many signature per time unit)

2. Embedded processors (memory constrains)

ECC & HEC will gain importance due to legal req. and standardization

(US & German govt. appls., consumer electronic, )l—
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Embedded Cryptography in Cars

A

Crypto algorithms are the engine behind almost all IT security systems.

® Symmetric and public-key functions must be integrated in automotive
applications

Major concerns in car environments:
1. Secure implementation

2. Efficient implementation




Secure Implentation: Side Channel Attacks

o
_ Passive Side Channels: Active Side Channels:
side ‘Channel  Power trace  Power glitches
 EM radiation, ....  Heat, ....
i nput crypto implem.
secret k out put

 Side channels leak information about secret key
 Very serious threat in real world

«  Secure implementation:
Software countermeasures (heavily algorithm specific)

* Hardware countermeasures (only in ASIC, FPGA
feasible)ciphertext

« Fast moving field: Close observation of research & industry

community necessary




Efficient Implementations
—

In car applications, a major concern are constrains:
 Computational constrains
« Memory constains

e Cost constrains

Q: What type of crypto can we do in modern automotive
appl.?

——




Automotive yProcessors

A

Rough classification of embedded car processors

Class performance rel. high-end Intel
Class 0: few 1000 gates ?
Class 1: 8 bit nP, £ 10MHz » 1:103
Class 2: 16 bit P, £ 50MHz » 1: 102
Class 3: 32 bit nP, £ 200MHz » 1:10




Status Quo: Crypto for Class 0

A

Recall: Class 0 = no nP, few 1000 gates

* Ell. curves (asymmetric alg.) need > 10,000 gates
® not feasible

* DES (symmetric alg.) needs > 3,000 gates
® boarderline feasible

* Lightweight stream ciphers < 1,000 gates
® feasible




Status Quo: Crypto for Class 1

A

Recall: Class 1 = 8 bit nP, £ 10MHz
Symmetric alg: possible at low data rates
(e.g., micro-coded AES might work)
Asymm.alg:
« ECC, HEC: boarderline feasible (e.g., 1 sec/crypto operation)

 RSA: very hard (e.g., sign. verification in a few 100 msec,
sign. generation several seconds; also memory concerns!)

* requires very careful implementation

* requires very careful parameter choice




Status Quo: Crypto for Class 2

A

Recall: Class 2 = 16 bhit nPP, £ 50MHz

Symmetric alg: possible
Asymm.alg:
« ECC, HEC.: feasible (e.g., a few 100 msec/crypto operation)

 RSA: hard but doable (e.g., sign. verification in a few 100 msec,
sign. generation 1 sec;)

* requires very careful implementation




Status Quo: Crypto for Class 3

A

Recall: Class 1 = 32 bit P, £ 200MHz

Symmetric alg: possible
Asymm.alg:
« ECC, HEC: feasible (e.g., 100 msec/crypto operation)

« RSA: feasible (e.g., sign. verification in a few 10 msec, sign.
generation 1 sec;)
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eurobits — Summary

A

« largest IT Security Center in Europe
e 2 cutting-edge research institutes + 3 specialized companies

 more than 50 scientist working in technical & interdisciplinary
aspects of ITS

« disciplines: ECE, Math, Business, Law,

e |IT Security Programs:
* Dipl.-Ing. IT Sicherheit (10 semester)
* MS IT Security (4 semester)
* MS Applied Security (distance learning)

* Internationally leading conference program




eurobits Events in Embedded Security

A

ESAS 2004 — European Workshop on Security in Ad-Hoc &
Sensor Networks
Heidelberg, September 2004

esgeo (Embedded Security in Geoinformationssystemen)
Bochum, Juni 2004

Elliptic Curve Cryptography (ECC 2004)
Bochum, September 2004

escar (Embedded Security in Cars)
Bochum, November 2004

Cryptographic Hardware and Embedded Systems (CHES)
Edinburgh, September 2005
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escrypt — Summary
—

» Profile: Provider for systems solutions for embedded security

e Consulting & system, software and hardware development

* Only provider which is specialized on car IT security

* More than 10 years of experience in embedded security

» Leading international expertise in security technologies

« Automotive + mobile, smart card, home network, process industry
« Partner of eurobits

 Customers include: Bosch, BMW, DC, Infineon, VW, ...
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Thank you for your attention!
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Prof. Dr.-Ing. Christof Paar
Director, Horst Gortz Institute for IT Security / CEO, escrypt GmbH

cpaar@escrypt.com/ cpaar@crypto.rub.de




