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Topics

Á Introduction to Secure Feature Activation

Á Implementation issues in the device

ÁHow to secure the backend cost efficient?

Á Live demonstration of the escrypt solution esACT
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Introduction to Secure Feature Activation 

Real Life Examples
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Introduction to Secure Feature Activation 

What are features?

Á Functionality

ÁConvenience (GUI, skins)

ÁNumber of licenses 

ÁAmount of power, velocity, etc.

ÁUsing time 

ÁUsing site (e.g. for construction vehicles)

ÁContent (maps, parameters, é)

Áé
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Introduction to Secure Feature Activation 

Why do we need feature activation?

ÁBusiness model

ÁBesides the ability to 

ÁRestrict number of licenses

ÁRestrict the using time / location

it is essentially

One platform ïmany products

11/03/2010 escrypt GmbH - Embedded Security6



in
fo

@
e

s
c
ry

p
t.

c
o

m

Introduction to Secure Feature Activation 

Why do we need feature activation? (an example)
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Introduction to Secure Feature Activation 

Why do we need secure feature activation?
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Á The information of the features to activate has to be 

authentic!

Á This could be reached by a cryptographic authentication 

mechanism (Signature or MAC)

Á Then features can only be activated, if the device verifies 

that the feature (activation) information is authentic

Introduction to Secure Feature Activation 

How can we secure the feature activation?
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Introduction to Secure Feature Activation 

How can we secure the feature activation? (II)
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Introduction to Secure Feature Activation 

Feature activation process

Á License request, including 

Á Serial number of the device 

Á Requested features

ÁPayment

ÁGeneration of license (Backend)

Á With device key for serial number

Á Including counter (avoiding replay)

ÁDistribution of license (maybe online)

11/03/2010 escrypt GmbH - Embedded Security11

Request

s/n: 012345678

XFeature A

XFeature B

XFeature X

Bill

Feature A 100,00EUR

Feature B 200,00EUR

Feature X   100,00EUR

Total: 400,00EUR
License credential 

(cryptogram)

s/n: 012345678

License counter : 4

XFeature A

XFeature B

XFeature X

License credential 

(for distribution)

A3H9-PE36-7WU3-9DF8

Authentication
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Introduction to Secure Feature Activation 

Feature de-activation process

ÁUse case: hardware replacement in case of maintenance 

and repair service

ÁDevice generates license downgrade 

credential (including serial number, 

increased license counter and 

activated features)

ÁBackend verifies license downgrade credential

Á With device key for serial number

Á License counters of each device are maintained in DB

ÁBack payment
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s/n: 012345678

License counter: 5

XFeature A

ÄFeature B

XFeature X
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Implementation issues in the device

How can we secure the feature activation? (III)

ÁCryptography is rather easy

Á The challenge is to protect the keys

ÁKeys could get stolen from the device é

ÁSecure hardware (tamper-resistant)

ÁDevice dependent keys

Áé or by employees (insider attack)

ÁSecure hardware

ÁSecurity policy (Role concept)

ÁSecure communication to the device
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Implementation issues in the device

Device Prerequisites

ÁDevice prerequisites:

Á Trusted micro controller chip (with secure memory)

Á (Tamper-resistant) Software on the micro controller, 

which does the cryptographic operations

ÁLicense verification

ÁDowngrade credential generation

ÁFirmware decryption

ÁFirmware signature verification

Á Pre-boot integrity check to preclude software manipulation
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How to secure the backend cost efficient?

Backend Prerequisites

ÁBackend prerequisites:

Á Hardware security module (HSM) for

Á Secure key storage

Á Secure key generation and derivation

Á Cryptogram calculation

Á Security policy for manual process steps 

è Role concept for all involved operators

è Administration interface enforcing the role concept

Á Secure logging functionality (audit proof)

Á Trusted device initialization environment
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How to secure the backend cost efficient?

Initialization process

ÁSecure key agreement with public key operations

ÁTrusted connection between micro controller and initialization 

device essential 

Áeavesdropping is no problem

Áman-in-the-middle has to be precluded

or  

ÁDirect personalization of secret keys 

ÁTrusted environment for secret key distribution essential

Áeavesdropping has to be precluded

11/03/2010 escrypt GmbH - Embedded Security16
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How to secure the backend cost efficient?

Initialization process (II)

ÁBackend generates keys for

ÁLicense credentials (device dependent)

ÁDowngrade request (device dependent)

ÁFirmware encryption (maybe device dependent)

ÁFirmware signing (not device dependent: Public key)

Á In the initialization process this keys are copied to the 

embedded device

Á Depending on the initialization environment encrypted or clear

ü Important: Role concept and security policy
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How to secure the backend cost efficient?

Cryptographic implementations

ÁDevice initialization (with device dependent keys)

Á License generation (individual for each device)

ÁDowngrade credential verification

Á Firmware encryption

Á Firmware signing
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How to secure the backend cost efficient?

esACT: A Secure Feature Activation Backend Solution
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esACTcomponents

Java API 
(importable Java package)

esACTcore

import

���µ�•�š�}�u���Œ�Z�•
Backend

esACT
administration tool 

(GUI)

Administrate cards:
ÅPINs
ÅKeys
ÅBackup
Åé

Request services (SOAP or direct): 
ÅRequest licenses
ÅVerify downgrade request
ÅSign/encrypt Firmware
ÅRequest credentials for

device initialization

Configuration of

esACTWeb services

Browser

WS-JAX 

Configuration 
Interface

DB

esACTApplication 
Server

Batch 
Interface


