Qualified APT response
service provider (BSI)

Incident Response Services
Strengthen your IT resilience

Reduce response time and incident impact
ESCRYPT has extensive experience in operating Cyber Defense
Center Services for the automotive industry. For example, we
protect the Bosch Group’s corporate and production IT. Our suite
of proactive and reactive incident response services delivers the
visibility and threat intelligence you need to help prepare, respond,
and recover from a breach.

Assessment services

Emergency services

Consulting services

Proactive incident response

Reactive incident response

Strategic incident response

Are your IT systems currently breached?
Malware and persistent threats often
reside within an organization for months,
sometimes years, before being detected.
We deliver proactive one-time assessments to identify hidden compromised
systems and detect threats that have
bypassed your cyberdefenses and detection controls.

Together with you, we define the arrangements that will save you valuable time and
money in the event of an emergency. You
will receive an initial assessment of the threat
together with recommendations for immediate action. A team of our experts will support
you in the clarification, containment, and
clean-up. We will then prepare a comprehensive report on the activities and findings.

You will benefit from expert consulting,
employee training, and workshops on all
aspects of incident response. Together
we will develop a security strategy that
will strengthen the cyberresilience of
your company in the long term.

■
■

IR Readiness check
Compromise assessment

■
■

Forensics as a service
Remediation as a service

■
■

■

IR strategy consulting
Workshops on various topics, e.g.
evidence collection, forensic analysis,
threat hunting, THOR-APT scanner
Employee training courses
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The complexity and sophistication of cyberattacks on companies is
continually increasing, and existing security solutions often cannot
provide sufficient protection. Even IT administrators can barely protect their company networks from such attacks. When every second
counts, you need a strong partner at your side who can help you
quickly assess the threat and take action.

Our services at a glance
IR readiness check

Remediation as a service

Evaluation of existing incident response capabilities with a focus on structural and process organization. An IR readiness check delivers detailed
insights into your incident response posture and
our recommendations for improvement.

Our experts provide an analysis of possible remedial strategies to determine the most efficient and
cost-effective options for your organization. We
support you in setting up a remediation project
after a detected attack. Based on a tested and
proven remediation process framework, we develop the project structure, then define and conduct
appropriate measures including on-site support
for the remediation and implementation of quality
assurance measures.

Compromise assessment
Scanning and analysis of a predefined number
of customer systems on the basis of a partially
automated, tool-based approach. Not only does
this identify ongoing or past intrusions, but it also
assesses risk by identifying weaknesses in your
security architecture. In addition, we can detect
vulnerabilities, improper use, and system security
misconfigurations. All of this helps increase your
ability to respond effectively to future incidents.

Incident response consulting and training
Take advantage of our expertise and many years
of experience. Our experts offer advice in all aspects of the incident response cycle and related
methodologies, analytics, and tools. In addition, we
provide your IT team with skills through training
events and workshops specially developed for your
company.

Forensics as a service
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IT forensics is the core competence in a computer security incident. Only those who can fully
determine what has happened can derive appropriate measures. The specific security incident is
reconstructed, the attacker is traced, and affected
systems are identified. Experts provide immediate
assistance and provide the IT team with on-site or
remote support. You will receive an expert report
that can be used in court and detailed recommendations for action to avoid future incidents.

Your benefits
 Frontline expertise: ESCRYPT has been on the front line of
c yber incident response for many years in the automotive
industry.
 High availability of our experts: we are there when you
need us and we will give priority to your incident.

 Field-proven solutions: we provide tested and proven solutions
to strengthen the overall resilience of your enterprise IT systems.
 Frontline expertise: ESCRYPT is qualified APT response
service provider (BSI) and has been on the front line of cyber
incident response for many years in the automotive industry.

 Recognized excellence: a wealth of experience in investigating
and resolving security breaches – from individual systems to
company-wide attacks.

Any questions?
Please contact us any time.

incident@escrypt.com
Phone: +49 234 43870-200
www.escrypt.com
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