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Preface
Three powerful trends – electrification, automation, and connectivity – are changing customer expectations and prompting manufacturers and suppliers to increasingly rely on software to meet them.
The result of this ongoing transformation of the automobile from a
primarily hardware-based product to a software-centric electronic
device on wheels is the software-defined vehicle.
This development is forcing a fundamental transformation of the
entire industry. Accelerated commercialization of hardware as well
as an accompanying higher added value of software will lead to a
comprehensive reshaping of value chains. Instead of a development
cycle focused on „model years,“ agile methods will drive continuous software development, and manufacturers as well as suppliers
will be able to provide software for the vehicle even after it has left
the production plant. In addition, the guiding principle of future
business models are changed expectations of end customers, who
expect an analogous user experience from their vehicle as they do
from their mobile IT.
Cybersecurity has a central role to play in all these transitions: The
vehicle‘s increasingly diverse connectivity capabilities open up new
attack vectors, constantly expanding the threat landscape. The
potential damage and economic impact of cyber risks has never
been higher in the automotive industry. With the introduction of
automated driving and connected vehicles, cybersecurity must
be continuously defined, monitored, and improved. A regulationcompliant cybersecurity management is thus becoming a crucial
success factor for the automotive industry.
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The currency of success in these times is trust. Not only is user
trust in the cybersecurity of the software-defined vehicle crucial
to the success of the industry‘s software-based business models;
moreover, the success of the entire industry transformation is also
based on manufacturers’ and suppliers’ trust in their own ability
to collaborate. After all, only the creation of an ecosystem across
brand and industry boundaries will allow the automotive industry
to bring new technologies to market faster and at a relevant scale.
A trust-based shoulder-to-shoulder approach that tackles issues on
a common platform and differentiates the individual players only in
the next step is indispensable. This is also evident in the successful
implementation of a cybersecurity management system: companies that rely on coopetition rather than competition show a higher
level of maturity here.

Christoph Hartung, President ETAS GmbH
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In our era of digitalization, cars become more connected, more
advanced, and more intelligent every year. The new area of electric
vehicles is even accelerating this trend. With this rapid progress and
increased levels of technologization in the automotive sector, cyber
security becomes more important than ever before – especially
due to the fact that automotive security and passenger safety are
tightly woven. Because of that, regulators have started to take an
interest in the security of street vehicles, e.g. with the late regulation
of the united nations, UN R-155. Not only is cyber security becoming more important in the eyes of regulators and security experts,
but to customers as well. Our KPMG Global Automotive Survey in
2020 revealed that car security is one of the mayor buy-criteria for
consumers.
Cyber security needs to be provided along the entire lifecycle of
a road vehicle; from development, throughout production and till
the very end of operation. With the increasing number of software
components built into today’s vehicles, this also includes secure
Software Update Management for instance via over-the-air (OTA)
software updates. To reach this level of continuous and holistic
cyber security, both manufacturers and suppliers require experienced experts to support them. With the wide range of facets that

need to be addressed when deploying compliant and efficient
cyber security – such as IT and information security, legal issues and
compliance, as well as the more technical challenges of the automotive sector – only an interdisciplinary team of professional consultants can help. KPMG and ESCRYPT have joined forces to provide
automotive clients with a holistic consulting approach. With more
than two decades of experience in delivering security strategy and
governance consulting and ESCRYPT’s history of consulting automotive clients in the field of product security and embedded system
security, our team is dedicated to bring our client’s cyber security to
a level their customers can trust in.
We are very excited that we could conduct this automotive cyber
security survey for the first time this year and hope that you will
enjoy reading our report.
Goran Mazar, Partner Deal Advisory Strategy
Head of Automotive Germany
KPMG AG Wirtschaftsprüfungsgesellschaft
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Executive summary
The aim of this survey is to take stock and to provide guidance regarding automotive cybersecurity in a time of dramatic changes in
the automotive industry: The increasing communication of vehicles
with backend systems and the growing share of IT solutions in
modern E/E architectures permanently expose vehicles to a highly
dynamically evolving threat landscape. In this context, the UNECE
WP.29 adopted UN Regulation 155 at the end of June 2020. It requires vehicle manufacturers to demonstrate adequate security at
type approval and to operate a certified cybersecurity management
system (CSMS) that maintain security of the entire lifetime of the
products. The EU requires the implementation of UN R 155 as part of
its General Safety Regulation for new vehicle types from July 2022
and for all types on sale from July 2024. Cybersecurity has become a
key topic to master the industry’s changes.
ESCRYPT and KPMG in Germany conducted this survey at the beginning of 2021 with a focus on the CSMS programs at manufacturers
and suppliers. We wanted to find out how far the industry is with
its CSMS implementations and what the remaining challenges are.
The survey collected responses between February and April 2021
from 66 participants. In total, we received more than 42 responses
per question on average. The respondents came from both OEMs
and suppliers, with 48% from OEMs and 52% from suppliers. Of the
participating companies, about 30% specialize on passenger cars,
10% on commercial vehicles and almost 60% serve both markets. In
total, the participants came from ten countries and all major automotive markets.
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Out of the hundreds of answers we extracted five key
takeaways:
■ Beyond compliance: While the immediate concern is compliance,
most respondents look beyond compliance and want to increase
the return-on-invest of their CSMS by supporting strategic objectives such as the quality and safety promise of their brands.
■ Interdisciplinary cybersecurity: Most respondents say that their
companies implement integrated management systems that
span from cybersecurity to information security to quality management. In addition, most participants not only consider the
UN R 155 and its related norm ISO/SAE 21434 as relevant, but
additional standards and guidelines, especially regional ones
that are relevant for key target markets.
■ Agile CSMS programs & rapid prototyping: Most surveyed CSMS
programs plan an agile roll-out of their CSMS that allows for quick
feedback loops.
■ Cooperation and supply chain maturity: Almost a quarter of participants say their CSMS program includes cooperation across
brands or even organizational boundaries. Most respondents
desire higher cyber maturity of their suppliers.
■ Technological impact of UN R 155: While the regulation focuses
on the organizational level of companies, the participants of
the survey expect an impact on their products as well that may
require retrofitting. The key drivers seem to be the EU’s 2024
deadline and the regulation’s Annex 5 with its list of threats and
mitigations.

© ESCRYPT GmbH. All rights reserved.

Need for an automotive
cyber maturity survey
The automotive industry is in a time of dramatic changes. Manufacturers and suppliers are taking great strides towards higher automated driving levels and towards the software defined vehicle with
close to permanent connectivity. Regulators and standardization
bodies, motivated by these trends, are adding to the change with
new compliance requirements and best practices. The aim of this
survey is to provide guidance regarding one of the core topics in
this change: Trust, and in particular automotive cybersecurity.
The increasing communication of vehicles with backend systems
and the growing share of IT solutions in modern E/E architectures
permanently expose vehicles to a highly dynamically evolving
threat landscape. In this context, the UNECE WP.29 adopted UN
Regulations 155 and 156 at the end of June 2020, which require
vehicle manufacturers to demonstrate adequate security at type
approval and to operate certified cybersecurity and software
update management systems (CSMS and SUMS) that maintain
security of the entire lifetime of the products. The EU requires the

Cooperation ESCRYPT & KPMG
Our cooperation covers automotive cybersecurity from all
perspectives in one interdisciplinary team. It combines decades of experience with regulations, cybersecurity, and management systems with deep understanding of automotive
& production specific requirements, longstanding project
management excellence, all the way to auditing expertise.
We have been consulting automotive companies around the
world on the implementation of the UN R 155 and the ISO/
SAE 21434, from small, specialized organizations to multiple
top 5 OEMs.

implementation of UN R 155 as part of its General Safety Regulation
for new vehicle types from July 2022 and for all types on sale from
July 2024. Therefore, the CSMS needs to be established, rolled out
and commissioned now so that the relevant artifacts from development are available for type approval. The recently published ISO/
SAE 21434 norm forms an essential foundation for the implementation of the UNECE requirements.
These requirements affect both manufacturers and suppliers. To
fulfil them – and to do so in time – every organization itself, but
also across the ecosystem needs to take stock of its status quo,
close gaps, and collaborate with stakeholder inside and outside the
company. As we advised OEMs and suppliers, both large and small
from North America, over Europe to Asia-Pacific, in building up their
CSMS we observed a large degree of uncertainty about the right
approaches. At the same time, we learned what worked successfully
and what worked less well.
We decided that we want to share our observation and – in order to
substantiate them – we decided to conduct a survey-based industry study: Our goal is to provide automotive managers with insights
into CSMS programs across the automotive industry worldwide
and to be able to support them with actionable recommendations
for their own initiatives. Initially we shared the results in individual
follow-up sessions with participants of the study and are now
happy to share the results this work in the present ESCRYPT & KPMG
PROOF Automotive Cyber Maturity Report 2021.
Survey 2022
Due to very positive reception of this survey and the continuing
change in the automotive industry, we will do an updated survey
early in 2022. In case you want to take part, we’d be happy to hear
from you. You’ll find our contact details at the end of this report.

Based on our firsthand experience of more than 15 years, we
have created the product security organization framework
(PROOF) which allows organizations to measure, build, and
improve their cybersecurity management systems. The automotive cyber maturity survey is a complementary activity
that leverages our insights and focuses on more general industry trends and challenges.

© ESCRYPT GmbH. All rights reserved.
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2021 survey design and statistics
High cyber maturity implies proper measures on both the organizational and the technological level. Due to the upcoming deadlines
from the UN R 155, we decided to focus on organizational topics
centered around the CSMS for this year’s Automotive Cyber Maturity
Survey. Instead, we cover the technological level in the final Section
6 with a topic that we already see becoming increasingly relevant:
Security for the post-quantum age.

The survey collected responses between February and April 2021.
From 66 participants in total, we received more than 42 responses
per question on average. The respondents came from both OEMs
and suppliers, with 48% from OEMs and 52% from suppliers. Of the
participating companies, about 30% specialize on passenger cars,
10% on commercial vehicles and almost 60% serve both markets. In
total, the participants came from ten countries and all major automotive markets.

The survey is organized in two parts with nine questions each. The
first part “program scope/setup” focuses on the “why”, “who”, and
the “what” of the various CSMS projects at automotive companies:
Why are the projects launched (motivation & sponsor), who participates, and what is in scope. The second part “progress & challenges”
considers the “how” and “which”: How is the current progress
achieved and perceived and which are open questions and remaining challenges.

In total 66 respondents with over 42 responses per question in average
Automotive companies from the following countries participated in the survey:
Beglium, China, France, Germany, India, Japan, Korea, Sweden, United Kingdom, US

48% OEM

52 % Supplier

10% Commercial

32 % Passenger

58% Both
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Key takeaways
We distilled five main takeaways out of the hundreds of answers to our eighteen questions.
Takeaway #1: Beyond compliance
We had already observed manufacturers and suppliers that distinguish between short-term goals and long-term objectives with
their CSMS. While the short-term goal for everyone is to become
compliant, the long-term objectives are more strategic: The implementation of the CSMS shall reduce costs through automation or
alignment with other management systems, the CSMS shall support
the digital transformation of the enterprise and its business models,
but mostly the CSMS shall strengthen the quality and safety promise associated with the brand. The survey confirms this observation:
While compliance was the most frequently selected main driver of
CSMS programs, more than half of all respondent selected other
reasons (see “program scope/setup”).
Takeaway #2: Interdisciplinary cybersecurity
Next to the first takeaway that most organizations look beyond pure
compliance, the survey also confirmed our observations that cybersecurity is an interdisciplinary topic. Managing cyber risks along the
supply chain and life cycle requires the cooperation of organizational units such as procurement, sales and customer relations, legal
and compliance, information security, and of course development,
quality, and production. This survey finds that most organizations
integrate multiple management systems such as quality and information with the CSMS.
Most surveyed companies follow many cybersecurity frameworks
100 %
83%
63 %

54%
32 %

1

2

3

4

5

24 %

6+

Takeaway #3: Agile CSMS programs & rapid prototyping
The move towards software defined vehicles changes the way
vehicles are developed with more and more agile organizations
switching to agile setups. This also affects how the organizations
themselves are developed and how they approach a topic like
the CSMS: With a view to the limited time until June 2022, most
respondents apply agile CSMS programs. These programs typically
prototype the CSMS piece by piece and directly hand over finished
pieces to the line organizations for immediate feedback loops and
continuous improvement. When such an approach is combined
with pre-audits, it correlates with higher satisfaction with CSMS programs (see “program scope/setup” and “progress & challenges”).
Pre-audits and -assessments postively correlate
with satisfactory CSMS prgrams

w/o pre-audit
satisfactory

w/ pre-audit
not satisfactory

Takeaway #4: Cooperation & supply chain maturity
The shift to software in the automotive industry also challenges
many cooperation paradigms. The CSMS especially requires a look
beyond organizational boundaries and strong alignment across the
enterprise and its supply chain. In order to achieve its desired target
cyber maturity, risks need to be managed with the suppliers requiring transparency on their security capabilities. Establishing a CSMS
might also require cross-brand and even cross-enterprise cooperation in alignment with jointly product development initiatives (see
“program scope/setup” and “progress & challenges”).

Number of frameworks that are followed

While the UN R 155 and the ISO/SAE 21434 are the main focus of
most organizations, this survey also finds that most manufacturers and suppliers follow at least four different automotive security
regulations and standards including regional ones that are relevant
for specific target markets. In fact, almost a quarter of respondents
selected half a dozen or more frameworks (see “program scope/
setup”).

Takeaway #5: Technological impact of UN R 155
In July 2024, the EU will extend the applicability of UN R 155 to first registrations, meaning existing architectures will be impacted and might
have to be retrofitted to provide an adequate level of security. Particular
attention should also be paid to Annex 5 of the UN Regulation which
lists threats and mitigations. Manufacturers must consider them in development. We already observe that this drives a lot of engineering activities and see this as one of the reasons why automotive companies
perceive the concept & development domain of their CSMS currently
as one of the biggest challenges (see “progress & challenges”).

© ESCRYPT GmbH. All rights reserved.
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Survey results in detail
The new UN Regulation 155 on cybersecurity and the ISO/SAE 21434 require automotive companies to implement
and operate cybersecurity management systems (CSMS). With the EU’s decision to require compliance to the UN R 155
for type approval starting in July 2022, the security organizations of manufacturers and their suppliers are undergoing
major changes while facing many uncertainties about the exact interpretation of these new requirements.

Program scope/setup
What is the main driver for your CSMS program? (Single answer)
21 %

To what level are you integrating your CSMS into your risk
management? (Single answer)
12%
5%

48%

Compliance /
Conformance

44 %

Digital
Transformation

26 %

Fully

Quality & Safety

Somewhat

Other

Not at all

39%

5%

We have seen through our projects that creating and running a
CSMS on its own is not efficient and it is therefore reasonable to
integrate it with other management systems. In our survey we
observed that almost 2/3 already take this into account and integrate their CSMS with other systems, e.g. their software update
management system (SUMS).

Did not concider

There is generally no standard across the industry as we see the
number of stakeholders vary significantly. The approaches range
from more isolated to holistic approaches.
How many Teams are internal Stakeholders for your CSMS?
(Single answer)

Which of the following are you integrating together with your
CSMS management system? (Multiple answers)

SUMS

47 %

ISMS

31%
38%

26 %

QMS

1–5
6 – 10

28 %

None

11 – 20

14%

Did not
consider
so far

> 20
24%

26 %

0

10

20

30

40

50

QMS and ISMS are also considered by more than one quarter
respectively. They all will benefit from the synergies integrated
management systems created. As it allows for aggregating risks and
achieving more transparency, the integration with the company’s
risk management is highly advisable. More than 80% of the
respondents already realize this integration. Almost 50% are fully
utilizing the connection.

10
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With a driver other than compliance, the number of stakeholders
tends to increase hinting towards a more holistic, integrated approach. This is also reflected in the variety of sponsors of the CSMS.

© ESCRYPT GmbH. All rights reserved.

Do you cooperate with other OEMs for your CSMS
implementation? (Single answer)

Who is the sponsor of the Project? (Multiple answers)

20 %

IT

18%
28 %

12 %

Compliance & Legal
R&D

78%

7%
Yes, within group

24 %

Quality Management

Yes, external

22 %

Information Security
Other

17 %
0

10

19%

20

30

40

50

60

70

Did not consider so far

28 %

80

The results underscore, that establishing an effective CSMS is an interdisciplinary task. In fact, IT, R&D, Quality, and Information Security
are all frequent sponsors while more than a third of respondents
select more than one sponsor. R&D is the most frequently selected
sponsor. This can be explained by the high urgency for engineering
to apply the CSMS and produce evidence for cybersecurity type
approvals. This interdisciplinarity is also reflected in the big range
of relevant standards, which we addressed in another question.
We could see that the ISO/SAE 21434 has already become the “de
facto” standard for the industry with the UN R 155 not much behind
in relevance. This also agrees with our observations in the market.
Functional safety comes in at second place, underlining that safety
and security are very closely linked in the automotive domain.
Regional frameworks like Jaspar score much higher when we restrict survey results to automotive companies from those regions.

An astonishingly large number of more than 40% of the respondents already cooperate with other companies for implementing
their CSMS. Around one quarter of surveyed companies cooperate
externally. Crucial for a successful and efficient CSMS implementation is the planning of transition into line, as this, if not executed
properly, is going to cause numerous problems in the long run.
Now only 40% include transition into line into their project scope.
Is transition from management into line operation part of your
project scope? (Single answer)
25%
40%
5%

Yes

Which frameworks are most relevant for the product security
activities in your organization? (Multiple answers)

Maybe/ Being considered
No

63 %

Transition to line in the project scope correlates further with full
integration from the beginning, pointing towards holistic CSMS
implementation plans of these organizations.

49 %
34 %
24 %

15%

22 %
0%

1

1
2
3
4
5
6
7
8

2

3

UN R 155 (CSMS)
UN R 156 (SUMS)
UN R 157 (ALKS)
ISO/SAE 21434
ISO 26262
ISO 27001
ISO 22301
IEC 62443

4

Did not consider so far

30%

78 %
63%

5

6

7

5% 12%
8

9

10 % 10 %
10

9	VDA ASPICE 
(incl. upcoming cybersecurity extension)

10 VDA Red Volume
“Automotive CSMS”
11 GDPR
12 EU NIS Directive
13 NHTSA Best Practices

11

12

13

15 % 12 %
10 %
14

15

Yes, both external
and within group
No

Considering the deployment of your CSMS in new vehicle type
development, are you aiming for a(n) …? (Single answer)

16

14 NIST Cybersecurity
Framework
15 Jaspar Cyber Security
	Quality Assurance
Guide
16 China ICV Regulation

5%

35%

However, the result suggests that relevance of IEC 62443 needs to
rise amongst the organizations: The IEC 62443 scores surprisingly
low considering that attacks in production can circumvent even
advanced security measures in development and may have a farreaching impact. Consequently, the 62443 is explicitly referenced in
the 21434. We might explain this low score with the fact that few – if
any – of the respondents are from the production departments.

© ESCRYPT GmbH. All rights reserved.

60%

Full integration from
the beginning
Continuous agile integration
Integration at the end
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Progress & challenges
Car manufacturers are pressed for time regarding the upcoming compliance deadline. There is a high degree of
uncertainty about what exactly this will mean since at the time of the survey few – if any – manufacturer had gone
through a formal certification audit. Despite the time pressure, not all manufacturers have already dived deep into
the preparations. In fact, at the beginning of 2021 many have not even started yet. This raises the question if a 2022
deadline is viable. Nevertheless, the planned expansion to legacy vehicle architectures in 2024 seems to be an even
bigger problem. A substantial majority of the respondents expect limited to major retrofitting activities.

How much progress have you made so far with your
CSMS implementation? (Single answer)
10 %

Have you had pre-audits? (Single answer)
17%

19 %

15 %
57%

26 %

0%

Yes

1 – 30 %

In progress/planned

31 – 70 %

No

71 – 100 %
56 %

The estimated progress of the CSMS implementation is low in
general. More than three quarters of the participants stated their
current progress is at most 30%, even if vehicle type-approval in
the EU requires compliance by already mid-2022.

Among the participating companies, pre-audits positively correlate
with more advanced progress of CSMS programs and with higher
satisfaction levels. This could be due to increased transparency
about remaining gaps.
Which of the following are major concerns for your
organization? (Multiple answers)

How satisfied are you with the progress? (Single answer)
0%

0%

Other

12 %

19%

Timeline
42 %

Uncertainty about exact
application of regulation
Suitable products and
technical solutions

Very dissatisfied
46 %

Dissatisfied
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65%
0

Very satisfied

12

23%

Competence and
sufficient capacities

Satisfied

In general OEMs tend to have made more progress than suppliers,
but we observe increasing activity at suppliers worldwide, too.
Knowing this it is not surprising, that dissatisfaction levels are rather
high. Almost 60% of the respondents are dissatisfied with the current progress. The answer “very satisfied” was not selected a single
time.

42%

10

20

30

40

50

60

70

Regarding the rather limited progress the question arises where
organizations see the problems they are currently facing.
It turns out that competence and sufficient capacities are the major
concerns for most organizations. In fact, all organizations who are
dissatisfied or very dissatisfied share this major concern. The level
of concern regarding timeline is surprisingly low given the limited
progress of most CSMS programs as identified earlier. None of the
respondents chose “other” as a response. Considering that multiple
answers could be selected, this clearly shows that the suggested
options are indeed the main concerns for organizations. Accordingly, many companies seek external help.

© ESCRYPT GmbH. All rights reserved.

How do you see the cybersecurity maturity in your supply chain?

Regarding the successful implementation of a CSMS, are you
mainly relying on:…? (Single answer)
5%

(Single answer)
20%

15 %

7%
51 %
In-house competence

Improvement needed
Improvemend desired

A mix of in-house
competence and
external competence

Satisfactory

22%

Do not know

External competence

80 %

Many of the participating companies have realized this and more
than 70% state that they wish for higher cyber maturity in their supply
chains, while less than 10% are satisfied. We see supplier governance
and transparent supplier maturity as one of the most critical topics to
solve in order to establish an effective CSMS in light of these results
and the UN R 155 requirement to manage supplier dependencies.

The vast majority of 80% of surveyed automotive companies use
a mix of in-house and external competence for their success. This
is in line with the observed major concern being competence and
sufficient capacities.
Which is currently the domain with the biggest challenges?

How do you govern your supply chain regarding cybersecurity?

(Single answer)

(Single answer)

overnance
17 % - G
20%

t

Rely on supplier statements
Require audits

2%

8%

26 %
- Risk
Major
retrofitting
Management

ion
oduct & Opera
- Pr
tio
n

pt & Develo
once
pm
-C
en

37%

1

30%
5%
8%

Active target setting for
suppliers and measuring
(audits)
Tool-based continuous target
setting and measuring
Did not consider so far

Almost 2/3 of the respondents apply some form of supplier governance. Among these, those that require audits seem to have a better transparency of their supply chain maturity as they tend to more
often request improvements from their suppliers.

s

3
7 % - E c os y ste m

The challenges companies face are spread over various areas.
Concept & development is currently the biggest challenge for
most participants. This is in line with the sponsor of many CSMS
programs. While risk management in the sense of risk assessment
for automotive products is generally well understood, risk management in the context of a holistic CSMS and connection with the
corporate risk management seems to be an unresolved issue and
comes in at second place.
As progress is made it becomes clear that the supply chain plays an
important role. To achieve their own target security stage, suppliers
must reach the same stage as a minimum.

What impact does the 2024 extension of UN R 155 have on
your existing products (E/E architectures or components)?
(Single answer)
2%

37%

47%

None
Limited retrofitting
Major retrofitting

14 %

Do not know

The 2024 extension of the UN R 155 to legacy architectures is just
as critical as the initial introduction of the regulation in 2022:
Of those survey participants that have assessed the impact, 96%
expect retrofitting activities.

© ESCRYPT GmbH. All rights reserved.
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Technical highlight topic:
Post-quantum cryptography
in automotive
As modern vehicles become more and more connected, the need
to secure different communication channels and use cases becomes evident. Cryptography is the corner stone of every solution
and is developed to this end. Especially asymmetric cryptography
is an inherent part of applications in the embedded systems and
the automotive industry, not only in form of digital signatures, but
also for establishing a common symmetric secret (key exchange).
Applications such as secure over-the-air updates (SOTA), Car-to-X
communication and secure diagnostics are only some examples,
which highlight the importance of establishing a secure communication channel and ensuring the messages are issued by a trusted
sender (for example, the unit-manufacturer or a verified diagnostic
tester) and have not been modified.
The algorithms that are in use today (ECC and RSA) for these use
cases can be broken by the quantum computers of the future.
Shor’s algorithm [3, 4] indeed solves integer factorization and
discrete logarithms in polynomial time on a quantum computer.
Symmetric algorithms on the other hand, are still considered to
be secure: Grover’s algorithm (1996) [2] improves brute-force algorithms that check every possible key, providing a quadratic speedup.
Although there is still a lot of progress to be made in the development of quantum computers, the time needed for finding suitable
solutions and implementing them in fields like the automotive
industry makes the transition to a quantum-world a very real and
urgent matter.
Various organizations in different countries understand this urgency
and have already started the process of choosing alternative algorithms, which will be secure, even when quantum computers are
widely available (“post-quantum algorithms”). Most notably, NIST
has started a post-quantum cryptography competition, which is
currently in its third round [1]. The algorithms submitted to this
competition are divided into five families according to the problem
they are based on (e.g. lattice based algorithms, relying on the

14
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shortest vector problem and learning with errors problem), and
include algorithms for digital signatures and key encapsulation.
In the process of identifying suitable algorithms for all the relevant
use cases in the automotive industry, there are different problems
that have to be considered. One of them is related to resource constraints: many of the proposed schemes that are considered secure
produce very large signatures or require very large key pairs, and
would be not suited to be used in resource-constrained ECUs (electronic control units), since they possess a limited amount of secure
memory and computation resources. Especially for use cases with
strict timing requirements (for example Car-to-Car communication),
the selection of post-quantum algorithms is a challenge.
Future challenges for the automotive industry
Many different issues need to be considered even after suitable
quantum-secure algorithms are chosen:
■ Enabling a smooth transition from current systems to quantumsecure ones.
■ Ensuring flexibility on the choice of algorithms, use case or
security-level specific, while ensuring the integrity of algorithm
selection.
■ Addressing performance restrictions, e.g. by taking advantage
of or extending hardware acceleration solutions.
■ Reconsidering and redesigning the relevant protocols.
■ Restructuring the respective PKIs.
■ Redesigning of key and certificate management, to account for
the transition period.
■ Developing suitable hardware security solutions.
Ensuring a smooth transition to the post-quantum age
In order to avoid lengthy operational disruptions, OEMs need to
start preparing for the transition to quantum-secure systems soon.
It is of major importance to design the future architectures and
electronic control units, having this transition in mind. Migrating
existing IT systems (for example the PKIs) is, on the other hand, a
task that requires a lot of time, and should be carefully planned.
During this process, it is very important to consider the migration
steps (for example, using hybrid certificates and key exchange) from
an early stage.

© ESCRYPT GmbH. All rights reserved.
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