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White paper
Developing and retrofitting
E/E architectures to obtain type approval

Using AUTOSAR to achieve
UNECE-compliant cybersecurity




Evidence that a vehicle is appropriately protected against cyberattacks will
soon be a prerequisite for type approval. One necessary condition for this is
proof of an appropriate level of security based on a certified cybersecurity
management system (CSMS). During development of the vehicle type,

critical elements must be identified and appropriate protective measures
implemented. The same applies to existing architectures; by 2024, these must
also be retrofitted with appropriate protection to obtain type approval in line
with UNECE WP.29.

AUTOSAR can play an important role in building the impetus required to
achieve this. AUTOSAR Classic and AUTOSAR Adaptive already offer a range of
useful security modules. This white paper shows exactly where, and to what
extent, AUTOSAR security modules can be specifically used to implement the
mitigations prescribed by Annex 5 of the UN Regulation 155.
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Tight timeframe requires viable
implementation strategy

With WP.29's adoption of UN Regulations Nos. 155 and 156 in June
2020, the issue of product security has become a key technology
in the digitalization strategies pursued by automotive manufactur-
ers and suppliers. In order to continue to obtain approval for their
vehicle types in the EU, Japan, and other important markets, OEMs
will need to operate a certified cybersecurity management system
(CSMS) and demonstrate an appropriate level of IT security for their
E/E architectures.
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The EU is planning to make these approval requirements mandatory
for new vehicle types by July 2022 and to extend them to legacy
architectures by July 2024. Japan and Korea are working on similar
timeframes (Fig. 1). Accordingly, car manufacturers worldwide —
with the involvement of their suppliers — are faced with the task of
designing, implementing, and verifying corresponding protective
measures for their vehicles [1, 2].
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Figure 1: Timeline for UN Regulation No. 155 (UN R155): appropriate cybersecurity will be a mandatory requirement to obtain approval for new vehicle types from July 2022 and

for existing architectures from July 2024.
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Appropriate, verifiable
cybersecurity through
development or retrofitting

According to UN R 155, OEMs wishing to obtain type approval in

the future will have to prove that they applied their CSMS during

the development process. Even if the CSMS was not yet operational
during development (prior to July 2024), the OEM must demonstrate
an appropriate level of security for the vehicle type: in other words,
the OEM must identify the vehicle type’s critical elements and pro-
tect them from previously defined threats with appropriate security
measures. Annex 5 of UN R 155 provides guidance here by listing the
vulnerabilities and the threats that need to be taken into account
(Part A) as well as specifying technical measures for their mitigation
(Parts B, C). Accordingly, type approval is most likely to be successful
if the OEMs follow a comprehensive and transparent approach that,
at the very minimum, answers the following questions [1]:

1. Are all necessary artifacts available to prove that the vehicle
type was developed in line with the CSMS/appropriate secu-
rity measures?

OEMs must ensure seamless traceability of all the documents that
prove the CSMS was applied during development (e.g. risk analyses,
IT security concepts, security test specifications, and correspond-
ing test reports). Many of these activities have long since become
standard in the automotive industry. The challenge, however, is to
deliver complete documentation of the measures taken to ensure
the cybersecurity of the vehicle type.
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Figure 2: With regard to critical
elements of the E/E architecture
and appropriate security measures,
all attack vectors of the vehicle
must be considered.
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For vehicle types developed in line with a CSMS, the required proof
and documentation will come straight from the cybersecurity man-
agement system. However, the same task must also be carried out
for legacy systems from July 2024 onwards: in these cases, it may

be necessary to return to a time prior to the introduction of a CSMS
when a defined security engineering process was in place.

2. What are the critical elements of the E/E architecture?

The best way to answer this question is to focus solely on the
development and retrofitting of the vehicle type. This will help
avoid budget and engineering bottlenecks as the July 2024 dead-
line approaches. It is also important to remember that the sooner
the question of critical security elements is answered in the devel-
opment cycle, the less rework will ultimately be required. Perform-
ing a readiness check before commencing any development/retrofit
activity enables intelligent decisions to be made in this respect:
applying the right measures at the E/E level (e.g. using AUTOSAR
security modules) can reduce the effort required as compared to a
purely component-centric approach.

ESCRYPT's vehicle type approval (VTA) readiness assessment
systematically identifies potentially critical elements by drawing

on examples from the official UN R 155 interpretation document,
feedback from technical services, and over a decade of experience
in analyzing and designing secure vehicle architectures (Fig. 2).

A key part of the readiness assessment is the identification of
technical security gaps; this, in turn, paves the way for initial budget
estimates, relevant IT security checks, and the prioritization of tasks
on the path to type approval.

3. Which technical cybersecurity measures, both at the ECU

and E/E level, have been implemented and why are they

appropriate - especially with regard to Annex 5?

The third decisive step toward type approval is to define and imple-

ment the necessary technical measures to establish appropriate

cybersecurity for the vehicle. Sections 7.3.3 and 7.3.4 of UN R 155

require the vehicle manufacturer to:

= conduct a risk assessment of the vehicle type with regard to the
various vehicle systems and their interaction with each other and
with external systems, and

= provide proof of what appropriate protective measures have
been taken to mitigate the identified risks (in accordance with
Annex 5, Parts B and C, and, if necessary, beyond).

Accordingly, during development of the vehicle type, the OEM must
implement those IT security components and mechanisms that
guarantee appropriate security of the E/E architecture at the time of
type approval — both in the architecture’s individual systems as well
as in how those systems communicate with each other and with
the outside world.

This third aspect — the implementation of appropriate security
measures in accordance with Annex 5 — represents a particular
challenge for existing architectures, which must be ready to meet
mandatory approval requirements as of July 2024. These architec-
tures will potentially require the retrofitting of legacy hardware and
software components. In this case, it may prove to be very advan-
tageous if the components include AUTOSAR security modules,
because these can be used as levers to minimize the time and cost
of retrofits.
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AUTOSAR as a key element in
creating secure E/E architectures

In view of the growing range of threat scenarios and the increas-
ing number of attack vectors in connected vehicles, UNECE WP.29
makes type approval dependent on whether the threats and secu-
rity measures listed in Annex 5 of the regulation have been demon-
strably taken into account in the vehicle’s development. This is a
demanding task when viewed simply from a technical perspective
- but even more so when the time horizon is so tightly constrained.
At the moment, vehicle manufacturers are still in the process of
putting in place the necessary organizational and process-related
prerequisites in the form of a CSMS - yet they must already start
implementing the required mitigating IT security mechanisms in
the E/E architecture for new vehicle types that will be ready for
approval in less than two years.

But this is only part of the challenge. While new vehicle types can
be developed in a manner that allows them to be approved from
the outset in line with UNECE requirements and the CSMS, it is also
necessary to modernize existing architectures, for which no secu-
rity processes were originally envisioned under UNECE WP.29, in
order to prepare them for type approval from 2024. However, it can
sometimes be difficult to retrospectively implement state-of-the-art
security for these existing architectures.

AUTOSAR security modules

An obvious solution is to rely primarily on known technologies and
standards. As a widely used, proven software platform for develop-
ing E/E architectures, AUTOSAR is the natural means to an end here
- not just for developing new architectures, but also for retrofit-
ting existing ones. This is because the standardized specifications

in AUTOSAR have long since taken IT security into account. Both
AUTOSAR Classic and AUTOSAR Adaptive already have a number of
IT security modules. These, in turn, can be translated directly into
functional security within the vehicle electrical system architecture
and can be specifically employed in the spirit of “security by design”
to implement several of the mitigations prescribed by UNECE WP.29
[1,3, 4l

= Crypto stack
In AUTOSAR, the targeted provision of cryptographic keys and
certificates is carried out by the crypto stack (crypto API). Irrespec-
tive of the crypto implementation, the applications access only
the interfaces provided by the crypto stack, thus increasing the
portability of applications to different ECUs.

= Secure communication
With secure onboard communication (SecOC), AUTOSAR offers
a communication protocol that protects data traffic on standard
vehicle buses such as CAN and allows a granular adjustment of
security levels. AUTOSAR Adaptive also supports TCP/IP com-
munication via Ethernet using TLS and IPSec, thus facilitating the
establishment of secure connections not only within the vehicle,
but also with external instances such as the OEM backend.

= Secure diagnostics / logging:
AUTOSAR also monitors authorized access to sensitive data in the
vehicle network using the UDS services 0x27 (security access) and
0x29 (authentication). For example, the diagnostic test apparatus
gains access to such data only if it has previously carried out a
challenge-response communication or authenticated itself using
a certificate. In addition, AUTOSAR supports the logging of secu-
rity-relevant events in the security event memory.

= Identity and access management
The AUTOSAR identity and access management module ensures
that only authorized applications gain access to certain critical
resources (e.g. sensitive data in the persistent memory, communi-
cations channels, cryptographic keys). These access rights can be
configured according to the OEMs requirements in AUTOSAR and
updated at any time.

= Intrusion detection
An important component of effective security management
throughout the vehicle life cycle is an intrusion detection system
(IDS) that detects attacks on the vehicle and reports them to a
backend. For this reason, the IDS manager (IdsM) has been inte-
grated into AUTOSAR since the R20-11 release as a crucial control
point for a distributed IDS [5].
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= Secure updates
The secure update function in AUTOSAR Adaptive then helps fix
any identified vulnerabilities by receiving and processing security

updates for individual applications or even for the entire platform.

The individual update blobs are signed by the backend, so that
only updates from trustworthy sources are executed.

= Trusted platform
ECU, domain controller (DCU), and vehicle computer (VC)
applications must also be verified at regular intervals. This task is
conducted by either secure boot or the trusted platform func-
tion in AUTOSAR Adaptive, which, as a continuation of the secure
boot chain of trust, verifies the integrity of all applications as well
as of the platform itself. This ensures that only trusted software is
executed.

Most of the AUTOSAR security modules listed above are available for

both platforms, Classic and Adaptive, but some are supported only
for AUTOSAR Adaptive (Fig. 3). However, the AUTOSAR consortium
takes a needs-based approach to driving development in this area.
For example, plans are already in place to extend the secure update
function to AUTOSAR Classic.

AUTOSSAR AUTOSAR

Classic Adaptive

R20-11 R20-11
Crypto stack v v
Secure communication v v
ISoegc;irrt‘egdiagnostics / v v
Iadcizzistrnaar::gement x v
Intrusion detection v v
Secure updates b 4 v
Trusted platform X v 4

Figure 3: Security modules in AUTOSAR Classic and Adaptive
(last updated November 2020).

Retrofitting legacy systems using AUTOSAR

AUTOSAR is therefore very much a method of choice for closing
gaps in existing architectures and preparing legacy systems for type
approval by implementing and verifying appropriate security mea-
sures. In many ECUs based on AUTOSAR Classic, the SecOC module
is either already present or can be retrofitted with little effort. This
makes it relatively unproblematic to implement secure onboard
communication in existing architectures, so that these architectures
can continue to be approved in their further developed form.

However, retrofitting existing E/E architectures using AUTOSAR does
not work in all cases: unlike SecOC, for example, which has long
been an integral part of AUTOSAR in most ECUs, newer security fea-
tures such as IDS and secure updates cannot be retrofitted as easily,
because they are not compatible with earlier versions of AUTOSAR.
Nevertheless, AUTOSAR represents a useful cornerstone for the
implementation of UNECE-compliant security measures wherever
upgrades of existing vehicle systems are possible — and especially
when it comes to developing new E/E architectures [1].
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Using AUTOSAR security modules
for UNECE-compliant mitigation

The question remains at which point, and to what extent, the
security features offered by AUTOSAR can specifically help meet
the individual requirements of UNECE WP.29 for the cybersecurity
of the vehicle type and for the mitigation of vehicle-specific threats
(in line with Annex 5, Part B). What is already clear is that the existing
AUTOSAR security modules can be applied in different ways, and

to varying degrees, to the specific directives of the regulatory text
concerning possible vulnerabilities.

A useful next step is therefore to carry out a qualitative rating to dem-
onstrate the different degrees to which each individual AUTOSAR
security module can be applied to the individual mitigations listed in
Annex 5 of the UNECE regulations (see Fig. 4 "AUTOSAR-UNECE Secu-
rity Matrix” on page 10). On this basis, a distinction can then be made
between the following two types of security module:

e Complementary security module: the AUTOSAR security module
provides functions that support mitigation as part of a broader
concept.

ee (Constitutive security module: the AUTOSAR security module pro-
vides features that accomplish mitigation to a high degree.

Meeting requirements with AUTOSAR modules -

two examples

The table overleaf (Fig. 4, AUTOSAR-UNECE Security Matrix) provides
specific information on potential attack vectors and the extent to
which AUTOSAR security can be used to achieve type-approval-
compliant protection of the E/E architecture. The following two
examples (mitigations postulated in Annex 5, Part B) show how to
interpret this table in terms of assigning and classifying AUTOSAR
security modules [2]:

= M10 - The vehicle shall verify the authenticity and integrity
of messages it receives.
The authenticity and integrity of in-vehicle communication can
be verified using the secure communication protocols offered
by AUTOSAR. These protocols can be used practically “out of the
box” (ee), though they must, of course, be configured correctly [6].
Secure communication also depends on cryptographic keys and
primitives, both of which are provided by the AUTOSAR crypto
stack, which thus provides additional support for this use case (e).

= M18 - Measures shall be implemented for defining and con-
trolling user roles and access privileges, based on the prin-
ciple of least access privilege.
User authentication and authorization can be implemented on
two different levels with AUTOSAR: the AUTOSAR secure diag-
nostics module can be used to authenticate access through the
diagnostic tester (o), while the identity & access management
module restricts the access of user-exposed applications to critical
resources (e). In this example, however, the two AUTOSAR mod-
ules cover only partial aspects; they do not by any means guaran-
tee control of all possible and conceivable forms of user access to
the vehicle. As such, they do not fully meet the requirement, but
are still suitable for supporting mitigation.

AUTOSAR security as part of the solution

Once again, it is important to bear in mind in this context that, as

middleware, AUTOSAR provides services that can be used by a wide

variety of applications. Conversely, this means that even though

AUTOSAR features can be used in various ways in the vehicle archi-

tecture, they do not always target the exact use case that is needed

to meet a specific requirement. Nonetheless, two important conclu-

sions on AUTOSAR security modules can be drawn from the table in

Figure 4:

= AUTOSAR provides one or more modules that can support the
respective technical solution for almost every mitigation required
under UN R155.

= Fora considerable number of these mitigations, AUTOSAR even
offers functions that can be used to meet the requirements to a
large extent.

In short, AUTOSAR delivers on its promise, and its diverse security
modules are fundamentally suited to addressing all mitigations
required by the UNECE regulations. The degree to which they
contribute to meeting UNECE cybersecurity requirements as a
prerequisite for type approval — i.e. whether they meet these
requirements fully or only partially — is more nuanced. In other
words, AUTOSAR can certainly be an important part of the solution,
but does not by itself provide the full answer. To achieve holistic
vehicle security, security concepts must be developed for all mitiga-
tions — and these concepts will include both AUTOSAR modules
and additional security systems such as hardware security modules
(HSMs).
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AUTOSAR-UNECE security matrix
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back-end servers are critical to the provision of services, there are OUtSIdriii?eaig??ﬁr:;?gﬁgggiﬁs ssglélcstlon

recovery measures in case of system outage. 9
M6 Systems shall implement security by design to minimize risks. ° ° ° ° ° ° °

M7 Access control techniques and designs shall be applied to
protect system data/code.

M8 Through system design and access control, it should not be
possible for unauthorized personnel to access personal or ° °
system-critical data.

M9 Measures shall be employed to prevent and detect unauthorized

(X ] [ ]
access.
M10 The vehicle shall verify the authenticity and integrity of o .o
messages it receives.
M11 Security controls shall be implemented for storing o
cryptographic keys.
M12 Confidential data transmitted to or from the vehicle shall be N
protected.
M13 Measures to detect and recover from a denial of service attack N
shall be employed.
M14 Measures to protect systems against embedded viruses/
q ° [ )
malware should be considered.
M15 Measures to detect malicious internal messages or activity
X ) ° °
should be considered.
M16 Secure software update procedures shall be employed. ° oo

M18 Measures shall be implemented for defining and controlling
user roles and access privileges, based on the principle of least ° °
access privilege.

M19 Organizations shall ensure security procedures are defined and
followed including logging of actions and access related to the ° ° °
management of the security functions.

M20 Security controls shall be applied to systems that have remote

[ ) [
access.
M21 Software shall be security assessed, authenticated and integrity
protected. security controls shall be applied to minimize the oo oo
risk from third-party software that is intended or foreseeable to
be hosted on the vehicle.
M22 Security controls shall be applied to external interfaces. ° ° oo
M23 Cybersecurity best practices for software and hardware Beyond the scope of application from a software perspective,
development shall be followed. but AUTOSAR offers guidelines on secure coding
M24 Best practices for the protection of data integrity and N (o

confidentiality shall be followed for storing personal data.

* Applies only to “Threat T18.3" (diagnostic interfaces)

** Roles/rights management through IAM planned but not yet implemented
Rating
e AUTOSAR provides features that can be used to implement mitigation as part of a broader concept
ee AUTOSAR provides features that implement mitigation to a large extent

Figure 4: Mitigations according to Annex 5 of the UN Regulation 155 and the support offered by AUTOSAR security modules.



Summary: Harnessing the
potential of AUTOSAR security
modaules for type approval

Very soon, OEMs, together with their suppliers, will have to dem-
onstrate that their type approval processes and measures ensure
appropriate security in the vehicle. This means vehicle manufactur-
ers must make use of a certified cybersecurity management system
(CSMS) during development of the vehicle type. Even now — while
they are still in the process of establishing their cybersecurity
management system — they must incorporate mitigating security
mechanisms in line with UNECE requirements into the development
of their E/E architectures.

The UNECE requirements are not only mandatory for the develop-
ment of new vehicle types, but will also be extended to existing
architectures as of mid-2024. Retrofitting legacy systems may
actually be the greater challenge here. But, regardless of whether

a project involves new development or retrofitting, the key steps
toward appropriate cybersecurity as a prerequisite for type approval
are complete documentation, the identification of critical elements,
and the systematic implementation of security measures in line with
Annex 5 of the UN Regulation 155.
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